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JEWISH FAMILY SERVICE OF SAN DIEGO

NOTICE OF PRIVACY PRACTICES
Effective September 1, 2016

It is the policy of Jewish Family Service of San Diego (JFS) to maintain the privacy and security of
protected information our clients, volunteers and employees entrust to us. Specifically, JFS is aware of
and abides by the Health Insurance Portability and Accountability Act (HIPAA) and the Health
Information Technology for Economic and Clinical Health Act (HITECH) and their implementing
regulations, other federal and state laws intended to protect privacy, and the contractual privacy and
security requirements that apply to us.

Under HIPAA, JFS must take steps to protect the privacy of your “protected health information” (PHI).
PHI includes information that we have created or received regarding your health or payment for
health care services. It includes both your health/mental health records and related personal
information such as your name, social security number, address, and phone number. We are also
required to:
e Provide you with this Notice of Privacy Practices (which may be amended from time to time), and
e Follow the practices and procedures in the Notice.

Please note that while not all of JFS’s services involve the collection and use of protected health
information as defined by HIPAA (including mental health information), we always strive to maintain
strict confidentiality of your personal information whether or not the information may be considered
protected health information under HIPAA rules.

Please acknowledge your understanding and acceptance of this Notice by signing the
acknowledgment below. Return the signed acknowledgement to the front desk or your service

provider at JFS.

If you have any questions about this Notice please contact your JFS service provider, or JFS’s HIPAA
Privacy Officer, at Jewish Family Service, 8804 Balboa Avenue, San Diego, CA 92123; (858) 637-3000.
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ACKNOWLEDGEMENT OF RECEIPT OF NOTICE OF PRIVACY PRACTICES

By my signature below |, [print name] , acknowledge that
| received a copy of the complete Notice of Privacy Practices for Jewish Family Service of San Diego.

Signature of client (or personal representative*) Date

*If this acknowledgment is signed by a personal representative on behalf of the client, complete
the following:
Personal Representative’s Name: [print name]

Relationship to Client:

For JFS Office Use Only:
Acknowledgment of Notice of Privacy Practices could not be obtained for above-named person
because:
O Individual refused to sign. O An emergency situation prevented us from
obtaining acknowledgement.
O Communications barriers prohibited obtaining

O Other:
the acknowledgement. er

JFS Representative: Date:
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JEWISH FAMILY SERVICE OF SAN DIEGO
NOTICE OF PRIVACY PRACTICES

Effective September 1, 2016

This notice describes how medical information about you may be used and disclosed and how you
can get access to this information. Please review it carefully.

I. Understanding Your Mental & Behavioral Health Record Information

Each time you visit a health provider or mental health services provider, a record of your visit is
made. Depending on the type of services we provide to you, this record at JFS may contain your
health and mental and/or behavioral health history, current symptomes, test results, diagnostic
assessment, treatment, and plan for future care. The information in your health services record at JFS
serves as the following:
e Basis for planning your care and treatment.
* Means of communication among the case managers and mental health professionals who
contribute to your care.
* Legal document describing the care that you received.
e Means by which you or a third-party payer can verify that you actually received services
if/when you are billed for them.
e Training and quality improvement purposes to assess and improve the quality of care we
provide and achieve better participant outcomes.
e Source of information for public health officials charged with improving the health of the
regions that they serve.

Understanding what is in your health services record and how this information is used helps you to—
e Ensure its accuracy and completeness.
e Understand who, what, where, why, and how others may access your health information.
e Make informed decisions about authorizing disclosure to others.
e Better understand the health information rights detailed in this Notice.

Il. How We May Use and Disclose Protected Health Information (PHI) About You

We may use and disclose PHI without your written authorization for certain purposes as described
below. We have not listed every example of use or disclosure within the categories below, but all
permitted uses and disclosures will fall within one of the following categories. In addition, there are
some other uses and disclosures that will only be made with your written authorization. For example,
some health information, such as substance abuse treatment information, may not be used or
disclosed without your consent.

A. Treatment
We can use your health information and share it with other professionals who are
participating in your care. Example: A therapist, case manager or another member of your
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health services team may put information in your record about your health conditions,
diagnostic tests, and the plan for your care.

B. Payment
We can use and share your health information if we bill for healthcare services, and get
payment from health plans or other entities. Example: We may send a bill to you or to your
health insurance plan to pay for healthcare services.

C. Health care operations
We can use and share your health information to provide services, improve your care and
contact you when necessary. Example: We use health information about you for training,
licensing or credentialing activities for our staff, for quality assurance, and during supervision
and/or consultation to manage how our staff are caring for you. In addition, if you are
receiving services from more than one JFS program, staff from one program may share
information with staff of the other program(s).

D. Continuity of care.
We may contact you to provide appointment reminders or other information about health-
related services that may be of interest to you. For example, we may share your health
information in referring you to other JFS programs.

E. Notification.
Unless restricted by law, we may use or disclose information about your location and general
condition to notify or help others to notify a family member, a personal representative, or
another person responsible for your care.

F. Communication with family.
When permitted by law and unless you object, we, as health professionals using our best
judgment, may disclose to a family member, a domestic partner, a close personal friend, or
any other person that you identify, health information relevant to that person’s involvement
in your care or payment related to your care.

G. Business associates.
We provide some services on behalf of other agencies and sometimes we get help from
others through contracts with business associates. For example, we provide some services on
behalf of San Diego County as its business associate. Examples of business associates we hire
include professional services consultants and program evaluators. When we provide our
services to a business associate or use the services of others, we may disclose your health
information to these business associates so that each of us can perform the function(s) that
we have been contracted to do. To protect your health information, all business associates are
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required to appropriately safeguard your information and comply with the same federal
security and privacy rules.

H. Comply with the law.
We will share information about you if state or federal laws require or allow it, including with
the Department of Health and Human Services to show that we’re complying with federal
privacy law.

I. Address workers’ compensation, law enforcement, and other government requests.
We can use or share health information about you:
* For workers’ compensation claims
e For law enforcement purposes or with a law enforcement official
e With health oversight agencies for activities authorized by law
* For special government functions such as military or national security agencies,
presidential protective services and correctional institutions
* Inresponse to a court or administrative order, or in response to a subpoena.

J. Fundraising.
You may be contacted as a part of a JFS fundraising effort. You can opt out by asking us not to
send any further fundraising solicitations.

K. Help with public health and safety issues.
We can share health information about you for certain situations such as preventing disease,
reporting suspected abuse, neglect, or domestic violence, and preventing or reducing a
serious threat to your or anyone else’s health or safety.

L. Research.
We may disclose information to researchers when their research has been approved by an

institutional review board and there are protocols in place to ensure the privacy of your
health information.

M.Medical Examiner.
We may disclose health information to a coroner, medical examiner, or funeral director

consistent with applicable law to enable them to carry out their duties.

lll. Situations Requiring Your Written Authorization

If there are reasons other than those described above why we need to use or disclose your protected
information, we will get your written permission or authorization. If you give us permission to use or
disclose health information about you, you may later revoke that authorization in writing at any time.
If you revoke your authorization, we will no longer use or disclose your PHI for the reasons stated in
your written authorization. Please understand that we are unable to reverse any disclosures we have
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already made with your permission, and we are required to retain our records of the care we
provided. Disclosures that require your written authorization include:

A. Progress or Mental Health Notes
Notes recorded by a therapist documenting the contents of a counseling session with you
(“Progress or Mental Health Notes”) generally will be used only by the therapist and by other
JFS staff consulting on your care, and will not otherwise be used or disclosed without your
written authorization, with a few exceptions. For example, your authorization is not required
for certain operational purposes, such as staff supervision, and other uses permitted or
required by law such as defense of a legal action. We may also review prior Progress or
Mental Health Notes if you were seen previously at JFS and are returning for additional
services.

B. Marketing or Fundraising Communications
We may use aggregated and/or de-identified information (not including names or other
personally identifiable information) about individuals receiving services at JFS for our
fundraising materials. We will not use your personally identifiable information or health
information for marketing or fundraising materials without your written authorization. If we
ask for your authorization to share your story for our fundraising materials, you can say “no”
and we will not withhold services or retaliate against you. We will never sell your information.

C. Minors and Personal Representatives
In most situations, parents, guardians and/or others with legal responsibilities for minors
(under 18 years old) may exercise the rights described in this Notice on behalf of the minor.
However, there are situations in which minors may independently exercise the rights
described in the Notice. In some situations, a minor’s written authorization is required before
information can be shared with a parent or legal guardian. Ask us about the rights of minors
under state and federal law.

D. Records for Couples
Records for couples who are seen together will not be released, under the examples noted in
this section, without the prior written consent of both parties.

E. Addiction Recovery Records
Records of substance abuse treatment are protected under the Federal regulations governing
Confidentiality of Alcohol and Drug Abuse Patient Records, 42 CFR Part 2, and cannot be
disclosed without written consent or as otherwise permitted by the regulations.

F. Other Uses and Disclosures

Certain other uses and disclosures will only be made with your written authorization. For
example, you will need to sign a specific authorization form when we use your PHI to refer
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you to another services provider, or before we can send PHI to your life insurance company,
to a school, or to your attorney.

IV. Your Rights under the Federal Privacy Standard

Although your health records are the physical property of the health care provider who completed
the records, you have the following rights with regard to the information contained in them. You
may:

A. Ask to review or get a copy of your health services record

e You can ask to see or get copy (paper or electronic) of your health services record and other
health information we have about you. Ask us how to do this.

¢ Under some circumstances, we can by law deny your request to inspect and copy your
record. You do not have a right to access the following: information that is copyright
protected or otherwise protected by law (some test information); information that was
obtained from someone other than a health care provider under a promise of
confidentiality and complying with your request would likely reveal the source of the
information; any psychotherapy notes that are not a part of your medical record;
information compiled in reasonable anticipation of or for use in civil, criminal, or
administrative actions or proceedings.

e |n other situations, we may deny you access to reduce the risk of substantial harm to you or
others, but if we do, we will provide you a review of our decision. We may deny access
when a licensed health or mental health care professional in the exercise of professional
judgment, has determined that: the access is reasonably likely to endanger the life or
physical safety of yourself or another person; the PHI references another person (other than
a health care provider) and the access is reasonably likely to cause substantial harm to that
person; the request is made by your personal representative and giving access to that
representative is reasonably likely to cause substantial harm to you or another person.

e |f we agree to provide the information, we will give you a copy of your health information,
usually within 30 days of your request. We may charge a reasonable, cost-based fee.

B. Ask us to correct your health services record
¢ You can ask us to correct health information about you that you think is incorrect or
incomplete. Your request must be in writing and it must explain why the information should
be amended.

¢ We may say “no” to your request, but if we say no, we’ll tell you why and explain your rights

in writing within 60 days.
C. Tell us how to communicate with you

e You can ask us to contact you at a specific location, (for example, at your home or office
phone number) or to send mail to a specific address.

e You may also ask us to communicate with you by alternate means, such as by email. Ask us
how to do this.

e We will say “yes” to all reasonable requests.
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. Ask us to limit what we use or share

e You can ask us not to use or share certain health information for treatment, payment, or our
health care operations.

e We are not required to agree to your request, and we may say “no” if it would adversely
affect your care, or if use of the information is permitted or required by law.

e |f you are charged for, and pay us in full for a service or health care item, you can ask us not
to share that information with your health insurer for the purpose of payment or our
operations.

e We will say “yes” unless a law requires us to share that information.

Get a list of non-routine uses and disclosures and those with whom we’ve shared the

information

e You can ask for a list (accounting) of the times we’ve shared your health information for up
to six years prior to the date you ask, who we shared it with, and why. We will provide you
with the list within 60 days of your request.

e We will include all the disclosures we’ve made except for the routine ones about treatment,
payment, and health care operations, and certain other disclosures (such as any you asked
us to make). We’ll provide one accounting a year for free but will charge a reasonable, cost-
based fee if you ask for another one within 12 months.

Get a copy of this Notice of Privacy Practices
e You can ask for a paper copy of this Notice at any time, even if you have agreed to receive it
electronically. We will provide you with a paper copy promptly.

G. Choose someone to act for you

¢ If you have given someone medical power of attorney or if someone is your legal guardian,
that person can exercise your rights and make choices about your health information.

e We will ask the person to prove they have this authority and can act for you before we take
any action.

H. File a complaint if you feel your privacy rights are violated

® You can complain if you feel we have violated your rights described in this Notice by
contacting our Privacy Officer at the address on page 1. We will not retaliate against you
for filing a complaint. You also have the right to complain to the Dept. of Health and Human
Services Office for Civil Rights.

V. Our Responsibilities

In addition to providing the rights listed above, the federal privacy standard requires us to:
A. Maintain the privacy of your health information, using reasonable and appropriate safeguards

to protect the information.

B. Abide by the terms of this Notice and provide you with a copy of it.
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C. Train our personnel concerning privacy and confidentiality and implement a policy to
discipline those who breach privacy/confidentiality.

D. Take care not to use or share your information other than as described here unless you tell us
we can in writing. If you tell us we can, you may change your mind at any time. Let us know in
writing if you change your mind.

E. Notify you promptly as required by law if a breach occurs that may have compromised the
privacy or security of your information. We will mitigate (lessen the harm of) any breach of
privacy or confidentiality that occurs.

VI. Effective Date and Changes to the Terms of This Notice
The effective date of this Notice is September 1, 2016. We can change the terms of this Notice, and

the changes will apply to all information we have about you. The new Notice will be available upon
request, in our office, and on our website.
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